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We were told about ‘hijackings’

Over five years ago we
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Finally, a VPN That Just Works

LogMeln Hamachi? is a hosted VPN service that securely connects devices
and networks, extending LAN-like network connectivity to mobile users,
distributed teams and business applications. You can easily create secure
virtual networks on demand, across public and private networks.

<




Poorly designed config defaults

Many commercial WiFi
hotspots use 1.1.1.1.
Users can only access the
Internet after visiting a
portal and registering or Cannot Verify Server Identity

paying. Wi-Fi can't verify the identity of
“1.1.1.1”. Would you like to
continue anyway?
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Cancel

Details

Continue




We researched others

We researched other
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Consumption administrative burden of requesting a registered block of addresses from a Regional Internet Registry
Awkward /8 (RIR) [2, 11]. In other cases they may not have realized that RFC 1918 [3] set aside three blocks of
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their needs exceeded the RFC 1918 set-aside blocks. Other organizations used the default address

Book Review range suggested by their equipment vendor, or supplied in example documentation, when
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We had an idea...

We decided to look for
DNS queries for
unallocated IPv4
addresses.

We knew that this
research would only find
evidence of usage on
poorly managed
networks. Well managed
networks would not leak
these queries.
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Then we sponsored research

Duane Wessels (CAIDA/
TMF) used DITL data to
do a more thorough
study which looked at the
gueries in more detail.
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1.0.0.0/802.0.0.0/8

He identified which parts
of /8s saw most activity
as well as which /8s the
activity was in.
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https://www.dns-oarc.net/files/dnsops-2008/Wessels-Unused-space.pdf




But nothing’s unallocated now

draft-vegoda-no-more-unallocated-slash8s-00

The central pool of IPv4
address space is now fully
allocated. It is time for
any ‘bogon’ filters for
previously unallocated /
8s to be removed.

All we are left with is the
‘martian’ filters for
address space reserved
by various RFCs.
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Time to Remove Filters for Previously Unallocated IPv4 /8s
draft-vegoda-no-more-unallocated-slash8s-00

Abstract

It has been common for network administrators to filter IP traffic
from unallocated IPv4 address space. Now that there are no longer
any unallocated IPv4 /8s, this practise is more complicated, fragile
and expensive. Network administrators are advised to remove filters -
based on the registration status of the address space.

http://tools.ietf.org/id/draft-vegoda-no-more-unallocated-slash8s-00.txt
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Thank you



