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DURZ?	  

•  Deliberately	  
•  Unvalidatable	  
•  Root	  
•  Zone	  

•  (Keys	  and	  signatures	  are	  present,	  but	  they	  
don’t	  match	  up).	  



DURZ	  Schedule	  

L	   2010-‐01-‐27	  	  ✔	  

A	   2010-‐02-‐10	  	  ✔	  

I,M	   2010-‐03-‐03	  

D,	  E,	  K	   2010-‐03-‐24	  

B,C,F,G,H	   2010-‐04-‐14	  

J	   2010-‐05-‐05	  



Data	  Is	  Collected	  at	  DNS-‐OARC	  

•  Priming	  queries	  and	  responses	  constantly	  
since	  December	  2009	  

•  All	  queries	  24h	  before	  and	  a\er	  a	  root	  server	  
switches	  to	  DURZ	  



L-‐Root	  DURZ	  

2010-‐01-‐27	  

Maintenance	  Window:	  1800-‐-‐2000	  UTC	  



UDP Priming Query Rate
for the previous 4h

as of 2010 01 27 20:00:00
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L-‐root	  maintenance	  
window	  opens	  

Whew,	  no	  change	  in	  
priming	  query	  rate.	  



UDP Priming Query Rate
for the previous 4h

as of 2010 01 27 20:00:00

Date/Time, UTC
16:00 16:30 17:00 17:30 18:00 18:30 19:00 19:30

Q
ue

rie
s 

Pe
r S

ec
on

d

0

50

100

150

200

250

300
A root
C root
D root
E root
F root
G root
H root
J root
K root
L root
M root(E	  has	  hourly	  spikes,	  not	  sure	  why)	  

These	  are	  
lower	  due	  
to	  missing	  
data	  

A	  typically	  receives	  more	  
priming	  queries	  than	  the	  others.	  



UDP Priming Query Mean Reply Size
for the previous 4h

as of 2010 01 27 20:00:00
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First	  RRSIG	  returned	  
at	  18:10:31	  



UDP Priming Query Mean Reply Size
for the previous 4h

as of 2010 01 27 20:00:00
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Histogram of Priming Response Sizes  L root
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TCP Query Rate

18 22 02 06 10 14 18 22 02 06 10 14 18

Jan27 Jan28

Q
ue

rie
s 

Pe
r S

ec
on

d

0

5

10

15

20

25

30
L



TCP Query Rate

18 22 02 06 10 14 18 22 02 06 10 14 18

Jan27 Jan28

Q
ue

rie
s 

Pe
r S

ec
on

d

0

5

10

15

20

25

30
A
C
D
E
F
H
J
K
L
M



UDP Query Rate
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UDP Query Rate
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RCODE/DO Mix
For L root
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DNSSEC Query Types
For L root
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Note	  log-‐scaled	  Y-‐axis	  



Client Query Rates
For L root
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A-‐Root	  DURZ	  

2010-‐02-‐10	  

Maintenance	  Window:	  1700-‐-‐1900	  UTC	  



UDP Priming Query Rate
for the previous 4h

as of 2010 02 10 20:00:00
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A-‐root	  maintenance	  
window	  opens	  

First	  RRSIG	  returned	  
at	  18:06:47	  



UDP Priming Query Rate
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UDP Priming Query Mean Reply Size
for the previous 4h

as of 2010 02 10 20:00:00
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Increase	  not	  as	  
dramaec	  compared	  to	  L	  



UDP Priming Query Mean Reply Size
for the previous 4h

as of 2010 02 10 20:00:00
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Histogram of Priming Response Sizes  A root

Date/Time, UTC
12n

10Feb
1pm 2pm 3pm 4pm 5pm 6pm 7pm 8pm 9pm 10pm 11pm

R
es

po
ns

es
 P

er
 H

ou
r

0

50000

100000

150000

200000

250000

300000

350000 801
643
512



TCP Query Rate
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TCP Query Rate
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Compare	  previous	  slide	  to	  A-‐root	  TCP	  
during	  L-‐root	  phase-‐in	  two	  weeks	  earlier.	  

Unfortunately	  we	  don’t	  have	  packet	  
capture	  between	  the	  two	  dates.	  



TCP Query Rate
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UDP Query Rate

18 22 02 06 10 14 18 22 02 06 10 14 18

Feb10 Feb11

Q
ue

rie
s 

Pe
r S

ec
on

d

0

5000

10000

15000

20000

25000

30000

35000
A

As	  we’ll	  see,	  this	  
spike	  is	  due	  to	  a	  

single	  misbehaving	  
client.	  



UDP Query Rate
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DNSSEC Query Types
For A root
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Client Query Rates
For A root
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More	  Informaeon	  

www.root-‐dnssec.org	  

dwessels@verisign.com	  


